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Node: boxgate
SNMP Node Data: Node-level Performance Data

TCP Open Connections

30 m
‘ﬁ 20 m
|
¢ 1om
| Tl
&
= 18: 00 00: 00 06: 00 12: 00
0 In (Passive) Avg 1.92 m Min 0.00 Max 29.41m
M out (Active) Avg 251.75 u Min 0.00 Max 4.74 m

Current TCP Connections

3.0
:
E 2.0
g 1.0

18: 00 00: 00 06: 00 12: 00
O current  Avg 1.54  Min : 1.00  Max 2.71
TCP Segments
& 0
|
d
0]
E -2
18: 00 00: 00 06: 00 12: 00

O 1n Avg 406.23 m Min 192.69 m Max 1.77
M out Avg 488.62 m Min 196.38 m Max 2.70
M Retransmissions Avg 0.00 Min 0.00 Max 0.00
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ICHP Hessages (MIB-2)

1
0 | | | |
18: 00 00: 00 06: 00 12: 00
O 1n Avg : 1.00 Min : 996.69 m Max : 1.02
M out Avg : 14.82 m Min : 13.23 m Max : 29.80 m
ICHP Problems (HIB-2)
20 m
10 m
o ——
=
18: 00 00: 00 06: 00 12: 00
M Errors In Avg : 0. 00 Min : 0.00 Max : 0. 00
[ pest Unreachables In Avg : 707.87 u Min : 0.00 Max : 13.25 m
[ Time Exceededs In Avg : 0.00 Min : 0.00 Max : 0.00
M Parm Problems In Avg : 0.00 Min : 0.00 Max : 0.00
M Errors out Avg : 0. 00 Min : 0.00 Max : 0. 00
[ pest Unreachables Out Avg : 444.44 u Min : 0.00 Max : 8.55 m
[ Time Exceededs Out Avg : 0.00 Min : 0.00 Max : 0.00
M Parm Problems Out Avg : 0.00 Min : 0.00 Max : 0.00
ICHP Informational (MIB-2)
1.0
0.5
0.0 1=
18: 00 00: 00 06: 00 12: 00
[ source Quenches In  Avg : 0.00 Min : 0.00 Max : 0.00
M Redirects In Avg : 0.00 Min : 0.00 Max : 0.00
M Mask Requests In Avg : 0.00 Min : 0.00 Max : 0.00
[ Mask Replies In Avg 0.00 Min : 0.00 Max : 0.00
[ source Quenches Out Avg : 0.00 Min : 0.00 Max : 0.00
M Redirects Out Avg : 0.00 Min : 0.00 Max : 0.00
M Mask Requests Out Avg : 0.00 Min : 0.00 Max : 0.00
[ Mask Replies Out Avg : 0.00 Min : 0.00 Max : 0.00
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ICHP Echoes (HIB-2)

1
0 4 4
18: 00 00: 00 06: 00 12: 00
[ Echoes In Avg : 14.38 m Min : 13.23 m Max : 29.80 m
[0 Echo Replies In Avg : 986.15 m Min : 980.13 m Max : 989.08 m
M Echoes oOut Avg 0.00 Min : 0.00 Max : 0.00
M Echo Replies Out Avg : 14.38 m Min : 13.23 m Max : 29.80 m
Number of Processes
200
180
H 160
£ ——
140
18: 00 00: 00 06: 00 12: 00
M Number of Processes Avg 149.11 Min 147.00
Max 151. 00
Total Hemory
1000 M
g 950 M
900 M
18: 00 00: 00 06: 00 12: 00
| Memory  Avg 980.10 M Min 980.10 M Max 980.10 M
Number of Users
2.0
n 1.5
1.0
18: 00 00: 00 06: 00 12: 00
M Number of Users Avg 1.53 Min 1.00 Max 2.00
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System Uptime

=
18: 00 00: 00 06: 00 12: 00
M system Uptime (Days) Avg 10.3 Min 10.2
Max 10.3
pfSense Packet Disposition
8.0
ﬁ 6.0
W
) 4.0
2.0 |
—=
18: 00 00: 00 06: 00 12: 00
[ Match Avg 2.07 Min 1.23 Max 7.69
[0 Bad offset Avg 0.00 Min 0.00 Max 0.00
| Fragment Avg 0.00 Min 0.00 Max 0.00
M short Avg 0.00 Min 0.00 Max 0.00
M Normalize Avg 0.00 Min 0.00 Max 0.00
M Mem Drop Avg 0.00 Min 0.00 Max 0.00
pfSense State Table Entries
600
E 400
o
3
200
18: 00 00: 00 06: 00 12: 00
M configured Avg 203.73 Min 145.88 Max 515. 36
pfSense State Table Operations
ﬁ 200
;
ﬁ 100
b
18: 00 00: 00 06: 00 12: 00
[ searches Avg 49.72 Min 15.66 Max 202.75
M Inserts Avg 2.05 Min 1.23 Max 7.68
Removals Avg 2.05 Min 1.23 Max 7.18
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pfSense Source Node Count
1.0
g 0.5
0.0 1>
18: 00 00: 00 06: 00 12: 00
M current Avg 0.00 Min 0.00 Max 0.00
pfSense Source Node Operations
1.0
$
g 0.5
0.0 1>
18: 00 00: 00 06: 00 12: 00
[ searches Avg : 0.00 Min 0.00 Max 0.00
M Inserts Avg 0.00 Min 0. 00 Max 0. 00
M Removals Avg 0.00 Min 0.00 Max 0.00
Node: boxgate
SNMP Interface Data: em0O (192.168.34.254, 100 Mbps)
Bits In/Out (High Speed)
100 k
E 0
5 -100 k
2
2
& -200 k
=
18: 00 00: 00 06: 00 12: 00
Bin Avg : 23.45 k Min 4.50 k Max 95.50 k
Wout Avg 51.06 k Min 6.86 k Max 218.57 k
Tot In : 203.99 M Tot Out 444 .18 M Tot 648.17 M
Percent Discards In/Out
1.0
:
% 0.5
g
0.0 i
18: 00 00: 00 06: 00 12: 00
O 1n Avg 0.00 Min 0.00 Max 0.00
M out Avg 0. 00 Min 0.00 Max 0.00
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Percent Errors In/Out

1.0
f
2
o
v 0.5
¥
d
0.0
18: 00 00: 00 06: 00 12: 00
O 1n Avg 0.00 Min 0.00 Max 0.00
M out Avg 0. 00 Min 0.00 Max 0.00
Discards In/Out
1.0
3
:g‘ 0.5
j
a 0.0
18: 00 00: 00 06: 00 12: 00
O 1n Avg 0. 00 Min 0.00 Max 0.00
M out Avg 0.00 Min 0.00 Max 0.00
Errors In/O0ut
1.0
3
5 0.5
:
wi
0.0
18: 00 00: 00 06: 00 12: 00
Hin Avg 0.00  Min 0.00  Max 0.00
M out Avg 0.00 Min 0.00 Max 0.00
Unicast Packets In/Out
] 0
3
18: 00 00: 00 06: 00 12: 00
O 1n Avg 11.29 Min 3.37 Max 50.41
M out Avg 11.53 Min 2.92 Max 49 .92
In/Out Traffic Utilization (High Speed)
100 m
g .
3
£ -l00m
g -200 m
18: 00 00: 00 06: 00 12: 00
O 1n Avg : 23.45 m Min : 4.50m Max : 95.50 m
Mout Avg : 51.06 m Min : 6.86 m Max : 218.57 m
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Node: boxgate
SNMP Interface Data: ovpncl (10.8.0.38)

Bits In/Out
1.0
i 0.5
.4
2
=
0.0 >
18: 00 00: 00 06: 00 12: 00
O 1n Avg 0.00 Min 0.00 Max 0.00
M out Avg 0.00 Min 0.00 Max 0.00
Tot In : 0.00 Tot Out 0.00 Tot 0.00
Percent Discards In/Out
1.0
:
% 0.5
g
0.0 1=
18: 00 00: 00 06: 00 12: 00
Bin Avg : NaN Min NaN Max NaN
Wout Avg NaN  Min : NaN  Max NaN
Percent Errors In/Out
1.0
f
2
o
v 0.5
g
d
0.0 =
18: 00 00: 00 06: 00 12: 00
B1in Avg : NaN Min NaN Max NaN
M out Avg NaN Min NaN Max NaN
Discards In/Out
1.0
3
:g' 0.5
j
& a0 #
18: 00 00: 00 06: 00 12: 00
O 1n Avg 0.00 Min 0.00 Max 0.00
M out Avg 0.00 Min 0.00 Max 0.00
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Errors In/Out
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1.0
3
5 0.5
:
w
0.0
18: 00 00: 00 06: 00 12: 00
O 1n Avg 0.00 Min 0.00 Max 0.00
W out Avg 0.00  Min 0.00  Max 0.00
Unicast Packets In/Out
1.0
& 0.5
.
3
E 0.0
18: 00 00: 00 06: 00 12: 00
O 1n Avg 0. 00 Min 0.00 Max 0.00
M out Avg 0.00 Min 0.00 Max 0.00
Node: boxgate
SNMP Interface Data: re0 (24.30.46.174, 100 Mbps)
Bits In/Out (High Speed)
_g 200 k
¥ 100 k
i
" 0
a
-100 k
18: 00 00: 00 06: 00 12: 00
O 1n Avg 62.52 k Min 19.33 k Max 230.27 k
M out Avg 24.35 k Min 5.82 k Max 96.94 k
Tot In 543.93 M Tot Out 211.82 M Tot 755.75 M
Percent Discards In/Out
1.0
f
'.g 0.5
g
0.0
18: 00 00: 00 06: 00 12: 00
O 1n Avg 0.00 Min 0.00 Max 0.00
M out Avg 0. 00 Min 0.00 Max 0.00
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Percent Errors In/Out

1.0
L
2
.
o 0.5
v
[
0.0
18: 00 00: 00 06: 00 12: 00
O 1n Avg 0.00 Min 0.00 Max 0.00
W out Avg 0.00  Min 0.00  Max 0.00
Discards In/Out
1.0
3
:g- 0.5
i
a 0.0
18: 00 00: 00 06: 00 12: 00
O 1n Avg 0. 00 Min 0.00 Max 0.00
M out Avg 0.00 Min 0.00 Max 0.00
Errors In/Out
1.0
3
5 0.5
b
w
0.0
18: 00 00: 00 06: 00 12: 00
Hin Avg 0.00  Min 0.00  Max 0.00
W out Avg 0.00 Min 0.00 Max 0.00
Unicast Packets In/Out
L 0
2
3
18: 00 00: 00 06: 00 12: 00
O 1n Avg 12.58 Min 4.03 Max 50. 45
M out Avg 12.23 Min 4.33 Max 50.79

200 m

100 m

In/Out Traffic Utilization (High Speed)

-100 m

B Percent utilization
(o]

I
0

n  Avg :
ut Avg :

18: 00 00: 00 06: 00 12: 00
62.52 m Min : 19.33 m Max : 230.27 m
24.35 m Min : 5.82 m Max : 96.94 m
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Node: boxgate
Response Time: 192.168.34.254

2.0m

Secordds

1.0m

ICHP Response Time

18: 00 00: 00 06: 00 12: 00
M Response Time  Avg 531.74 u Min 326.56 u Max 1.82m
DNS Response Time
2.5m
_2 2.0m
‘§ 1.5m
1.0m
18: 00 00: 00 06: 00 12: 00
M Response Time Avg 1.50 m Min 1.20 m Max 2.0l m

Node: boxgate
Response Time: 10.8.0.38

400 u

-E 350 u
&

300 u

ICHP Response Time

T

18: 00
M Response Time  Avg

00: 00 06: 00
340.44 u Min 308.29 u Max

12: 00
367.17 u

5.0m

4.0m

3.0m

Secords

2.0m

DNS Response Time

pAunNan

1.0m
18: 00

M Response Time  Avg

00: 00 06: 00
1.74 m Min 1.13 m Max

12: 00
4.67 m

Node: boxgate
Response Time: 24.30.46.174
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400 u

.E 350 u
&

300 u

ICHP Response Time

h

18: 00
M Response Time Avg

00: 00 06: 00
342.61 u Min 314.04 u Max

12: 00

385.00 u

DNS Response Time
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1.2 m
1.1m
;§ 1.0m
0.9 m
0.8 m 1=
18: 00 00: 00 06: 00 12: 00
M Response Time Avg 1.05 m Min 872.80 u Max 1.19 m
Node: boxgate
pfSense PF Table: bogons
pfSense Table References: bogons
0.0
b
b -os
3
-1.0
18: 00 00: 00 06: 00 12: 00
O anchor  Avg 0.00 Min 0.00 Max 0.00
M rRule Avg 1.00 Min 1.00 Max 1.00
pfSense Table Evaluations: bogons
0
ﬁ -200m
Ny
E -40 m
E -60 m
b
18: 00 00: 00 06: 00 12: 00
O Match Avg 0.00 Min 0.00 Max 0.00
M No Match  Avg 23.58 m Min 10.96 m Max 74.05 m
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pfSense Table Bytes: bogons
1.0
8
g 0.5
0.0 1>
18: 00 00: 00 06: 00 12: 00
O 1n - Pass Avg 0.00 Min 0.00 Max 0.00
O1In - Passx  Avg : 0.00  Min 0.00  Max 0.00
M 1In - Block Avg 0.00 Min 0.00 Max 0.00
M out - Pass Avg 0. 00 Min 0.00 Max 0.00
M out - PassX Avg 0.00 Min 0.00 Max 0.00
[ out - Block Avg 0.00 Min 0.00 Max 0.00
pfSense Table Packets: bogons
1.0
g 0.5
0.0 1=
18: 00 00: 00 06: 00 12: 00
O 1n - Pass Avg 0.00 Min 0.00 Max 0.00
O 1In - Passx Avg 0. 00 Min 0.00 Max 0.00
M In - Block Avg 0.00  Min 0.00  Max 0.00
M out - Pass Avg 0.00 Min 0.00 Max 0.00
M out - Passx Avg 0. 00 Min 0. 00 Max 0.00
[ out - Block Avg : 0.00 Min 0.00 Max 0.00
Node: boxgate
pfSense PF Table: em0
pfSense Table References: em0
1.0
b
b 0.5
3
0.0 1=
18: 00 00: 00 06: 00 12: 00
O anchor  Avg 1.00 Min 1.00 Max 1.00
M Rule Avg 0.00 Min 0.00 Max 0.00
pfSense Table Evaluations: em0
1.0
$
g 0.5
%
0.0 i
18: 00 00: 00 06: 00 12: 00
O Match Avg 0.00  Min : 0.00  Max : 0.00
M o Match  Avg 0.00 Min 0.00 Max 0.00
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pfSense Table Bytes: em0
1.0
$
g‘ 0.5
0.0 1>
18: 00 00: 00 06: 00 12: 00
O 1n - Pass Avg 0.00 Min 0.00 Max 0.00
In - PassX Avg 0. 00 Min 0. 00 Max 0.00
M In - Block Avg 0.00 Min 0.00 Max 0.00
M out - Pass Avg 0. 00 Min 0.00 Max 0.00
M out - PassX Avg 0. 00 Min 0.00 Max 0.00
[ out - Block Avg 0.00 Min 0.00 Max 0.00
pfSense Table Packets: em0
1.0
g 0.5
0.0
18: 00 00: 00 06: 00 12: 00
O 1n - Pass Avg 0.00 Min 0.00 Max 0.00
O 1In - Passx Avg 0. 00 Min 0.00 Max 0.00
B In - Block Avg : 0.00  Min 0.00  Max 0.00
M out - Pass Avg 0.00 Min 0.00 Max 0.00
M out - Passx Avg 0. 00 Min 0. 00 Max 0.00
[ out - Block Avg : 0.00 Min 0.00 Max 0.00
Node: boxgate
pfSense PF Table: snort2c
pfSense Table References: snort2c
0.0
b
b 10
3
-2.0
18: 00 00: 00 06: 00 12: 00
O anchor  Avg 0.00 Min 0.00 Max 0.00
M Rule Avg 2.00 Min 2.00 Max 2.00
pfSense Table Evaluations: snort2c
0
$
g -10
%
) 18: 00 00: 00 06: 00 12: 00
O Match Avg 0.00 Min 0.00 Max 0.00
M o Match  Avg 4.15 Min 2.46 Max 15.37
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pfSense Table Bytes: snort2c
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1.0
$
g‘ 0.5
0.0 1>
18: 00 00: 00 06: 00 12: 00
O 1n - Pass Avg 0.00 Min 0.00 Max 0.00
O 1n - Passx Avg 0. 00 Min 0. 00 Max 0.00
M In - Block Avg 0.00 Min 0.00 Max 0.00
M out - Pass Avg 0. 00 Min 0.00 Max 0.00
M out - PassX Avg 0. 00 Min 0.00 Max 0.00
[ out - Block Avg 0.00 Min 0.00 Max 0.00
pfSense Table Packets: snort2c
1.0
g 0.5
0.0 1>
18: 00 00: 00 06: 00 12: 00
O 1n - Pass Avg 0.00 Min 0.00 Max 0.00
O 1In - Passx Avg 0. 00 Min 0.00 Max 0.00
M In - Block  Avg 0.00  Min 0.00  Max 0.00
M out - Pass Avg 0.00 Min 0.00 Max 0.00
M out - Passx Avg 0. 00 Min 0. 00 Max 0.00
[ out - Block Avg 0.00 Min 0.00 Max 0.00
Node: boxgate
pfSense PF Table: sshlockout
pfSense Table References: sshlockout
0.0
b
I
3
-1.0
18: 00 00: 00 06: 00 12: 00
O anchor  Avg Min 0.00 Max 0.00
M Rule Avg Min 1.00  Max 1.00
pfSense Table Evaluations: sshlockout
0.0
$
§ 10
E
£
18: 00 00: 00 06: 00 12: 00
O Match Avg 0.00 Min 0.00 Max 0.00
M o Match  Avg 234.96 m Min 32.40 m Max 1.53
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pfSense Table Bytes: sshlockout
1.0
$
g‘ 0.5
0.0 1>
18: 00 00: 00 06: 00 12: 00
O 1n - Pass Avg 0.00 Min 0.00 Max 0.00
O 1n - Passx Avg 0. 00 Min 0. 00 Max 0.00
M In - Block Avg 0.00 Min 0.00 Max 0.00
M out - Pass Avg 0. 00 Min 0.00 Max 0.00
M out - PassX Avg 0. 00 Min 0.00 Max 0.00
[ out - Block Avg 0.00 Min 0.00 Max 0.00
pfSense Table Packets: sshlockout
1.0
g 0.5
0.0 1=
18: 00 00: 00 06: 00 12: 00
O 1n - Pass Avg 0.00 Min 0.00 Max 0.00
O 1In - Passx Avg 0. 00 Min 0.00 Max 0.00
M In - Block  Avg 0.00  Min 0.00  Max 0.00
M out - Pass Avg 0.00 Min 0.00 Max 0.00
M out - Passx Avg 0. 00 Min 0. 00 Max 0.00
[ out - Block Avg : 0.00 Min 0.00 Max 0.00
Node: boxgate
pfSense PF Table: virusprot
pfSense Table References: virusprot
0.0
b
I
3
-1.0
18: 00 00: 00 06: 00 12: 00
O anchor  Avg 0.00 Min 0.00 Max 0.00
M Rule Avg 1.00 Min 1.00 Max 1.00
pfSense Table Evaluations: virusprot
0.0
B -1.0
~
g -2.0
% -3.0
-4. £
18: 00 00: 00 06: 00 12: 00
O Match Avg 0.00 Min 0.00 Max 0.00
M o Match  Avg 1.03 Min 592.74 m Max 3.83
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pfSense Table Bytes: virusprot
1.0
$
g‘ 0.5
0.0 1>
18: 00 00: 00 06: 00 12: 00
O 1n - Pass Avg 0.00 Min 0.00 Max 0.00
O 1n - Passx Avg 0. 00 Min 0. 00 Max 0.00
M In - Block Avg 0.00 Min 0.00 Max 0.00
M out - Pass Avg 0. 00 Min 0.00 Max 0.00
M out - PassX Avg 0. 00 Min 0.00 Max 0.00
[ out - Block Avg 0.00 Min 0.00 Max 0.00
pfSense Table Packets: virusprot
1.0
g 0.5
0.0 1=
18: 00 00: 00 06: 00 12: 00
O 1n - Pass Avg 0.00 Min 0.00 Max 0.00
O 1In - Passx Avg 0. 00 Min 0.00 Max 0.00
M In - Block  Avg 0.00  Min 0.00  Max 0.00
M out - Pass Avg 0.00 Min 0.00 Max 0.00
M out - Passx Avg 0. 00 Min 0. 00 Max 0.00
[ out - Block Avg 0.00 Min 0.00 Max 0.00
Node: boxgate
pfSense PF Table: webConfiguratorlockout
pfSense Table References: webConfiguratorlockout
0.0
b
I
3
-1.0
18: 00 00: 00 06: 00 12: 00
nchor vg g in L ax L
O anch A 0.00 Mi 0.00 M 0.00
M Rule Avg 1.00 Min 1.00 Max 1.00
pfSense Table Evaluations: webConfiguratorlockout
0.0
$
§ 10
E
e
18: 00 00: 00 06: 00 12: 00
O Match Avg 0.00 Min 0.00 Max 0.00
M o Match  Avg 234.96 m Min 32.40 m Max 1.53
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pfSense Table Bytes: webConfiguratorlockout

http://localhost:8980/opennms/graph/results.htm?report...

1.0
$
g 0.5
0.0 1=
18: 00 00: 00 06: 00 2: 00
O 1n - Pass Avg 0.00 Min 0.00 Max 0.00
In - PassX Avg 0.00 Min 0.00 Max 0.00
M In - Block Avg 0.00 Min 0.00 Max 0.00
M out - Pass Avg 0. 00 Min 0.00 Max 0.00
M out - PassX Avg 0. 00 Min 0.00 Max 0.00
[ out - Block Avg 0.00 Min 0.00 Max 0.00
pfSense Table Packets: webConfiguratorlockout
1.0
g 0.5
0.0 t=
18: 00 00: 00 06: 00 12: 00
O1n - Pass Avg 0.00 Min 0.00 Max 0.00
O 1In - Passx Avg 0. 00 Min 0.00 Max 0.00
M In - Block  Avg 0.00  Min 0.00  Max 0.00
M out - Pass Avg 0.00 Min 0.00 Max 0.00
M out - Passx Avg 0. 00 Min 0. 00 Max 0.00
[ out - Block Avg 0.00 Min 0.00 Max 0.00
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